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NpaBsoBoe obecneueHue KmbepbesonacnocTn
B Kurae

Skosnesa A.B."

Mpo6nema. Knbepyrposbl Ha CeroaHsLIHNN AeHb SBASIOTCS Npobnemoii ons Bcero mupa. O6 3ToM CBU-
NeTenbCTBYyeT cepust FPOMKUX MPOUCLLIECTBUI B AaHHOM cdepe 3a nocneaHne Heckonbko net. MpaButenb-
CTBa BCEro Mmpa oTpearvpoBanu Ha npobnemsl B chepe kmbepbesonacHOCTM rno-pasHomy. Tak, B 2016 1.
Obl1 NPUHSAT NEPBbI CBOAHbI 3aK0H 0 kmbepbesonacHocTn Kutanckoin HapogHon Pecnybnukn. JaHHbI 3a-
KOH obecrneynBaeT ToNbKo 00LLMe NPaBoOBbLIE PaMKN A1 pelleHus npobnem kmbepbe3onacHOCTH, ero rnaBe-
Has Lefb COCTOMT B CO3aHNM NPaBOBOW OCHOBBLI, @ HE B PeLLeHNM KakuX-1nMbo KOHKPETHbLIX BONPOCOB B cde-
pe knbepbe3onacHOCTU.

MeToponorus. B nccnenosaHum NCnosib30BaHbl METOObI aHaNN3a U CMHTE3a, CPABHUTENIbHOMO NpaBo-
BeOEeHWs, MeTo, AnanekTUYeckoro pas3smtms u gpyrve. Peaynbratbl. B cTatbe npencrasneH noaxon Kutas
K knbepbe3onacHOCTM, KOTOPLIM Hallen CBOe oTpaxeHue B NpuHAaToM B 2016 . 3akoHe 0 knbepbe3onacHo-
ctu (AnoHnsa — 2014 r., CLLA — 2015 r.). NpaButenbctBo Kntas npononxaet pabotaTtb Had co3aaHMeM Takom
cucTeMbl Knbepbe3onacHOCTU, YTOObI caenaTb BCIO CETEBYIO MHMOPMAaLIMIO, KOTOopas nepecekaeT rpaHuLy
KunTas, npo3payHon ans npasutenbcTsa Kntas 1 3akpbITon AN HECAHKLMOHMPOBAHHOMO AOCTYMNa MHOCTPaH-
HbIX 1 BHYTPEHHUX XaKepoB U NPaBUTENbCTB, HE CBSI3aHHbIX C koMnapTuel Kutas. B Poccun Ha coBpemeH-
HOM 3Tane TePMUH «knbepbe3onacHOCTb» YNoTPebNsaeTcs B KOHTEKCTE «MHMDOPMaLIMOHHOM 6e30MacHOCTU.
Takmum obpasom, Poccus npupepxmneaetca 6onee WMpOKOro noaxoaa B onpeaeneHnmn NnoHATus «MHdopma-
LMOHHas 6e30MacHOCTb», Toraa Kak MMpPOBble TEHAEHLMN CBUAETENbCTBYIOT O TOM, YTO BCe 60sibluast 4acTb
CTpaH NpUHMMaeT HOPMaTMBHO-MPaBOBbLIE akThl, PeryanpyloLline MMeHHo chepy knbepbe3onacHoOCTU.
B aT0In cBA3K, onupasck Ha onbIT Kntas, npeanaraetca BHECTU B MOBECTKY AHS BOMPOC O pa3paboTke 3aKo-
Ha 0 knbepbe30MnacHOCTM, KOTOPbIN Obl MO3BOJINT CUCTEMHO PEryIMPOBAaTb OTAE/NbHbIE OTHOLLEHUS B KNbep-
NPOCTPaHCTBE Ha YPOBHE deaepanbHOro 3aKoHoAaTebCTRA.
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Problem. Cyber threats today are a problem for the entire world. This is evidenced by a series of high
impact incidents in this area over the past few years. Governments around the world have responded to
cybersecurity issues in different ways. For example, People’s Republic of China has adopted a comprehensive
Cybersecurity law in 2016. This law provides only a general legal framework for solving cybersecurity
problems, its main purpose is to create a basis for legal action, and not to address any specific issues in the
cybersecurity field.

Methodology. The research is based on the methods of analysis and synthesis, comparative legal study,
the method of dialectical development, and some others.

Results. The article discusses China’s approach to cybersecurity, which was reflected in its Cybersecurity
law adopted in 2016. Despite the fact that China has entered the global cybersecurity scene relatively late in
comparison to others (Japan — 2014, USA — 2015), the Chinese government continues to work on creating
its own cybersecurity system, which shall make all network information that crosses the border of China,
transparent to the Chinese government and closed to unauthorized access by foreign and domestic hackers
and governments not affiliated with the Chinese Communist Party. In Russia at the present stage, the term
“cybersecurity” is used in the context of “information security”. Thus, Russia adheres to a broader approach
in defining the concept of “information security”, whereas global trends indicate that an increasing number of
countries are adopting legal norms governing specifically the sphere of cybersecurity. In this regard, based
on the experience of China, we propose to put on the agenda the issue of developing such a law concerning
cybersecurity, which would make it possible to systematically regulate specific relations in cyberspace at the
level of federal legislation.**
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