JIUCKYCCHOHHAS AHTUKPHMHHANbHAS TPHBYHA

DOI: 10.18572/1813-1190-2019-10-28-31

O npoGnaemax 3aKOHOAATCALHOrO PEryAMPOBaHuUS
B chepe NpOoTUBOACHCTBIA KMOCPTECPPOPU3MY

M KubGepaxkcTpemMusmy’

AHtoHsH E.A., Knewynna E.H.”

Lens. [poaHann3npoBarb C y4€TOM COBPEMEHHOIO COCTOSIHUSI TaKUX Y4PE3BbIYaHO OMaCHbIX MPECTYNHbIX
SIBJIEHWI, Kak KnbepTeppopu3aM v knbepakCTpEMU3M, yrpoxaloLume BCeMy MUPOBOMY CO0OLIecTBY, cucre-
My 3aKOHOZAaTe/IbCTBa M NpobieM MpPaBoBOro PEryanpoBaHns B cepe npoTUMBOAEHCTBUS STUM NPeCTyrie-
HUSIM C NO3WLNN YCTPAHEHUS CIOPHLIX MOMEHTOB. [1pefcTaBneHHbI aHanm3 nMeeT 60JIbLLIOE 3HaYeHNe aJ1s
MOBbILLEHNS 9PEKTUBHOCTU MED, HANPAaBAEHHbLIX HA NPOTUBOAEHCTBUE KNOEPTEPPOPU3MY U KNOEPIKCTPE-
mMu3my. MeTogonorus: ctates MOCTPOEHa Ha Pa3yMHOM CoYeTaHny 00LLeHayYHOro ANanekTn4eckoro MetToaa
C NpaBoBbIM 103NTUBU3MOM. OBLYECTBEHHbIE CBS3U U SIBJIEHUSI, UX B3AUMOLENCTBUE C HAYYHLIMU KaTeropus-
MV PaCCMOTPEHbI B ANANIEKTUYECKOM eAMHCTBE. PacCMOTPEHME OTAEIbHOMO JOKyMeHTa 6a3upyeTcs Ha cpaBs-
HUTEIbHO-NPaBOBOM M03UTUBU3ME. B paboTe npyuMeHsIITCS HayYHble MEeTO/bl aHann3a v CUHTe3a, NHAYKLNS
v aeaykums. BeiBogbl. Ha3pena HeobxoanMocTb pa3paboTku caMOCTOSTE/IbHOO 4OKYMEHTa, KOTOPbIN Obl
Obl/1 MOCBSILLEH UMEHHO MPOTUBOAENCTBUIO KMOEPNPECTYNHOCTY B COBPEMEHHbIX YC/I0BUSIX, T.€. 0TBeYas Obl
noTpebHOCTSIM COBPEMEHHOro 06LLeCcTBa 1 HOBLIM Bbl30BaM MPecTynHocTu. Knbepteppopuam paccmarpu-
BaeTcs kak pa3HOBUAHOCTb TEPPOPM3Ma, a NoTOMY [Jisl ero npoTUBOAEHCTBYS UCMOIb3YETCS UMEIOLLAsICS B
Poccun 3akoHozaTenbHas 6asa, ykasaHHas Beiwe. O4eBuaHO, 4T0 3TO SBISETCS NPobesioM POCCUICKOro 3a-
KoHogatesnbcTBa. Hay4Has n npaktnyeckas 3Ha4MmMocCTb. [1pea10XeHbl PeKOMeHAAUNN, HanpPaBaeHHbIe Ha
pas3paboTKy OCHOBHbIX MOHATUI Y IPUHATE COOTBETCTBYIOLUMX AOKYMEHTOB, B KOTOPbIX 3TU MOHSITHSI AOJIKHbI
ObITb OTPAXEHH.

Kniouesbie cioBa: npoTuBOAGHCTBUE MPECTYMHOCTU, KNOEPNPeCTYNHOCTb, KNbepTeppopusM, KubepakcTpe-
MU3M.

On Legal Regulation Issues in Combating Cyber-Terrorism and Cyber-Extremism
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Purpose. To analyze, taking into account the current state of such extremely dangerous criminal phenomena
as cyberterrorism and cyber extremism that threaten the entire world community, the system of legislation and
the problems of legal regulation in the field of countering these crimes from the position of eliminating contentious
issues. The presented analysis is of great importance for increasing the effectiveness of measures aimed at
countering cyber terrorism and cyber extremism. Methodology: the article is based on a reasonable combination
of the general scientific dialectic method with legal positivism. Social relations and phenomena, and their interaction
with scientific categories are considered in dialectical unity. The consideration of a separate document is based
on comparative legal positivism. The scientific methods of analysis and synthesis, induction and deduction are
used in the work. Conclusions. There is a need to develop an independent document that would be dedicated
specifically to combating cybercrime in modern conditions, i.e. would meet the needs of modern society and the
new challenges of crime. Cyberterrorism is seen as a form of terrorism, and therefore, the existing legislative
framework in Russia, mentioned above, is used to counter it. Obviously, this is a gap in Russian law. Scientific and
practical significance. Recommendations aimed at developing basic concepts and adopting relevant documents
in which these concepts should be reflected are suggested.
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