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B CUCTCME KPMMUHANMCTUYCCKMUX 3HAHUNA

3uHoBbeBa H.C.*

Llenb. ®opmmupoBaHune Hay4HbIX NPEACTABAEHWI 0 MECTe 1 3HaYeHUN KPUNTOrpapu4eckoin uHGopMmaLmm B CMCTeMe KpUMUHA-
JIMCTUHECKUX 3HaHWIA. MeToabl Kpuntorpaguu v cteraHorpapum, NpUMeHsSeMbie B NPOLECCE NMEPeaadu U XpaHeHus nHpopmaumn B
npectynHbix Luensix. Merogonorus: MeTo AnanekTuieckoro NO3HaHus, aHamm3, CUHTE3, UCTOPUKO-NPABOBOI METOZ, METOA CUCTEM-
HOro aHann3a. BbiBoAbI. B KpUMUHANUCTNHECKOM TEOpMM KATEropus «MH@OpMaLms» SBASETCS HenoCPEeACTBEHHbIM 00bEKTOM Ha-
YYHOO MHTEPECA, OAIHAKO eANHBbIN NOAXOA K €€ MOHUMAaHWMIO MOKA ELLEe HE BbIpaboTaH. B KDUMMHANNCTUHECKON HayKe MHpopMaLms
paccmaTpuBaeTcs B ABYX acrnekTax: Kak KpUMUHaIMCTUYECKAs 1 Kak KDUMUHAINCTYECKU 3Haynmas. HecMoTps Ha He3HaynTeIbHoe
DACXOXAEHNE B HANMEHOBAHNM 3TUX KATErOPWIA, X COAEPXaHNe PasnyHo. Hapsady ¢ TaanLMOHHON Knaccugukaumein nHpopma-
UM B KDUMUHANNCTIKE OTHOCUTEIbHO HEAABHO COPMUPOBANICS €€ HOBbI BU — KOMIbIOTEPHAS MHPOPMALMS, CTaBLLIas Mpeame-
TOM UCCAen0BanHus. [lanbHeilee TEXHON0MYeCcKoe PasBuTe CO3aAan0 nPeanockiiki 1S nepeaadu KOMIbOTEPHON nHpopmaLmm B
3aLmMpPOBAHHOM BULE B NPECTYNHbIX LEASX C NPUMEHEHNEM METOZA0B KpUATOrpaduu v cteraHorpagum, no3ToMy 0AHOMN U3 BaXHbIX
38184 KDUMUHAINCTAYECKON HAYKn SBASIETCS pa3paboTka HaydHO 0OOCHOBAHHbIX PEKOMERAALMI 0 0OHaPYXEHMI0, PuKcaLmm, u3b-
ATVIO M UCTI0b30BAHNIO 3aLLMBPOBAHHON NHPOPMALWMN B LIENISX PACKDLITHS, PACCAEA0BAHNS U MPEAYNPEXAEHNS NPEeCTynneHni. Ha
3TOV OCHOBE NMPeAnaraeTcs aBTOPCKOE ONPEAENeHNE KpUnTorpapuyeckon nHpopmaumn. HayyHas n npaktuyeckast 3Ha4uMocCTb.
OnpegeneHve KOMIbIOTEPHOA UHOPMALIUY B KDUMUHATUCTUKE NO3BOSUT BbIPADOOTATb MyTH €€ 0BHAPYXEHNS U U3bSTHS B LIESX Pac-
CNEL0BAHNS NPECTYIIEHUI.

KnioyeBbie cnoBa: KpuMuHAIMCTUHECKAS MHOOPMAUNS, KDUMUHANVCTUYECKY 3HAYMMAas MHGOPMALUS, KpunTorpagus, crera-
Horpagus, PackpbIThe 1 paccnesnoBaHue NPeCTyNeH, HPOPMALIMOHHO-TENEKOMMYHUKALIMOHHBIE TEXHONOMM, VIHTEDHET, KpUMU-
HanMCTUHECKNE 3HAHUS.

Cryptographic Information in the System of Criminalistic Knowledge

Zinovyeva N.S.**

Purpose. The formation of scientific ideas about the place and importance of cryptographic information in the system of
forensic knowledge. Methods of cryptography and steganography used in the transmission and storage of information for criminal
purposes. Methodology: method of dialectical cognition, analysis, synthesis, historical and legal methods, method of system
analysis. Conclusions. In forensic theory, such a category as “information” is a direct object of scientific interest, but a unified
approach to its understanding has not yet been developed. In forensic science information is considered in two aspects: as
forensic and as forensically significant, which differ from each other. Along with the traditional classification of types of information
in criminology has recently formed a new kind of it — computer information, which was further distributed as a subject of research.
Further technological development has created the preconditions for the transmission of computer information in encrypted form
for criminal purposes using cryptography and steganography. Therefore, one of the important tasks of forensic science is to
develop evidence-based recommendations for the detection, recording, seizure and use of encrypted information for the purpose
of disclosure, investigation and prevention of crimes. Scientific and practical significance. On this basis, the author’s definition
of cryptographic information is proposed.
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