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Ienb. AKTUBHBINA POCT GE3HATNYHOTO 06OPOTA JIEHEKHBIX CPEICTB HEM3OEKHO IPUBOAUT K TOMY, UTO YKa3aHHbIE
JIEHEKHBIE CPEJICTBA, HAXOSAIINECS] HA GAHKOBCKUX CYETAX, YACTO CTAHOBSITCS IIPEAMETOM IIPECTYITHBIX [OCSTATEIbCTB.
Pearupys na annyio cutyaruio, 3akonozaresib OemxepanbubiM 3akonoM ot 23 anpests 2018 1. Ne 111-D3 «O BHecennn
u3MeHeHuit B YToM0BHbIN Kozteke Poccuiickoit Menepannny KOHKPETU3UPYET OTBETCTBEHHOCTD 32 KPAXKY U MOIIEH-
HUYECTBO YKA3aHHOTO BU/A XHIIEHUH, HO OCTABJISIET HEYPETYJIMPOBAHHBIM BOIIPOC, CBSI3AHHBII ¢ XUIIEHUsIMEI Oe3Ha-
JIMYHBIX JICHEKHBIX CPEJICTB, COBEPIIEHHBIX MyTeM rpabeska uin pa3bost. BBuy yero Ha pakTuKe Mpu KBaTubUKAINT
XUIleHnH Ge3HAINYHBIX JEHEKHBIX CPEICTB, COBEPIIEHHBIX TOCPEACTBOM UH(GOPMAIMOHHO-TEJEKOMMYHUKAIUOH-
HBIX TEXHOJIOTUI myTeM rpabeska nin paszbost, BCTAET BOIPOC O KBAIMMDUKAIMK JI€HCTBII BUHOBHOTO B JIAHHOU CUTY-
armu. Mertogonorusi: o01IeHAYYHbIE U YaCTHO-HAYYHBIC METO/bI MO3HAHUS: aHAINU3, CUHTe3, (GOpMATbHO-IOpUANYC-
ckuii, hopmanbHo-noruueckuii. Bemsoast. Crenuduka crocoba yKazaHHOrO BUIa XUIIEHUIT Oe3HATNYHBIX JEHEKHBIX
cpezicTB (Baasenre KoHGUAeHIIMAIbHON nHpOpMaIlnel epskaTesis aTeKHON KapThl 1103B0JIsieT BUHOBHOMY y/IaJIeH-
HO OCYLIECTBJISATH JOCTYI K GAaHKOBCKOMY CYETY € IOMOIIbIO ceTn VIHTepHeT, coBepIaTh MpecTyIuieHne u3 o060l Toukn
MUPa, PACCUUTHIBASE HA MHOTOKPATHOE IIPUMEHEHNE) YCUIUBAET 00IIECTBEHHYO OITACHOCTD YKA3aHHBIX JeSHUI, B CBSA3U
C 9THM aBTOP CYMTAET HEOOXOAMMBIM JIOTIOJIHUTH YacTh 3 ctaThut 161 YromosHoro kogekca PD 0cobo KBaTUGUITIPYIO-
MM ITPU3HAKOM, & TAKIKE PACITUPUTD ANCTO3UIINIO YacTh 3 ctaThil 162 YK PD, npeycMoTpeB yroJoBHYIO OTBETCTBEH-
HOCTb 32 XMileHue ¢ GaHKOBCKOTO CYeTa U B OTHOIIECHUU 3JIEKTPOHHBIX JIeHEKHBIX cpeicTB. Hayunast u npakruyeckas
3HAYUMOCTb. 3HAYMMOCTD IIPOBEJICHHOTO UCCIIE0BAHM 3aKII0YaeTCs B TOM, UTO PaHee B POCCUIICKOI yTOJI0BHOI Hay-
Ke He TPOBO/IIIINCH UCCIEI0BAHIS YTOTOBHOM OTBETCTBEHHOCTH 32 XUTIEHMST Ge3HATNYHBIX IEHEKHBIX CPE/ICTB, COBEP-
IIEHHbIE TI0CPEACTBOM HH(DOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUIT IyTeM rpabeska uiu pasbos. ABTOp Ha
OCHOBE aHAJIN3a 3aKOHO/IATEIbHOI Ha3bl 1 MPABOIPUMEHUTENbHOM TPAKTUKI XUIIEHUN JeHEKHBIX CPEICTB, COBEPIIEH-
HBIX II0CPEACTBOM MH(MOPMALMOHHO-TEIEKOMMYHUKAI[MOHHBIX TEXHOIOTUH, 0G0CHOBBIBAET HEOOXOAMMOCTh COBEPILEH-
CTBOBAHUS [IPABOBOTO PETYJIMPOBAHUS YTOJIOBHON OTBETCTBEHHOCTH GE3HAJIMYHBIX XUIIEHUN yTeM rpabeska uin pas-
60s1, a TAKKe TIPeIJIAraeT PEelleH sl IIPH BO3HUKHOBEHUH CIIOPHBIX CUTYAIMiT KBaUKAIMY AeiiCTBUN JIUII, COBEPIINB-
MIMX YKa3aHHbIe XUIIEHUS PA3HBIMU CITOCOOAMU CHSTHUS IEHEKHBIX CPEICTB.

Kiouesble ciioBa: Ge3HaInuHbIE IeHEKHBIE CPEICTBA, Ge3HATNYHBINT 060POT IEHEKHBIX CPEACTB, MHPOPMAIIMOHHO-
TEJIEKOMMYHUKAIIMOHHbIE TEXHOIOINHU, MOOUIbHBINA GaHK, GaHKOBCKas KapTa, (byHKIMs GECKOHTAKTHON OILIaThl, TEX-
noJsiorusg NFC.
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The Improvement of the Legal Regulation of the Criminal Liability for Money Thefts through Pillage or
Robbery Committed by Means of Information and Telecommunication Technology

Klimenko Anastasia K., Senior Lecturer of the Department of General Legal Disciplines of the Far Eastern
Law Institute of the Ministry of Internal Affairs of the Russian Federation

Purpose. Active growth of cashless money inevitably leads to the fact that these funds held in bank accounts
are often subject to criminal attacks. In response to this situation, the legislator, Federal Law of April 23, 2018
No. 111 ‘On Amending the Criminal Code of the Russian Federation’ specifies the responsibility for theft and
fraud of this type of embezzlement, but leaves unresolved the issue of embezzlement of cashless money
committed by robbery. In view of this, in practice, when qualifying the theft of cashless money committed
through information and telecommunication technologies by robbery, the question arises of qualifying the
actions of the perpetrator in this situation. Methodology: general scientific and private scientific methods of
cognition: analysis, synthesis, formal legal, formal logical. Conclusions. The specifics of the method of the
indicated type of theft of cashless money (possession of confidential information of the payment card holder
allows the guilty person to remotely access a bank account via the Internet, commit a crime from anywhere
in the world, counting on repeated use), increases the social danger of these acts, in this regard, the author
considers it necessary to supplement Part 3 of Article 161 of the Criminal Code of the Russian Federation with
a particularly qualifying feature, and also to expand the disposition of Part 3 of Article 162 of the Criminal Code
of the Russian Federation, providing for criminal liability from a bank account, and in relation to electronic
money. Scientific and practical significance. The significance of the study lies in the fact that previously in

the Russian criminal law industry there were no studies of criminal liability for the
theft of cashless money committed through information and telecommunication technologies by robbery.

The author, based on an analysis of the legislative framework and law-enforcement practice of embezzlement of
funds committed through information and telecommunication technologies, substantiates the need to improve
the legal regulation of the criminal liability of non-cash embezzlement by robbery, and also offers solutions in case
of contentious situations qualifying the actions of persons who have committed various methods of withdrawing
funds.

Keywords: cashless cash, cashless money, information and telecommunication technologies, mobile bank,
bank card, contactless payment function, NFC technology.
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