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Iens. B crathe B kKauecTBe MpeMeTa UCCIEI0BAHUS ONIPE/IeIEHbI CTPATETNYEeCKUE HATIPABJIEHUS Pa3BUTHS U COBEP-
[IEHCTBOBAHMSI MEK/IYHAPOIHO-IIPABOBOTO 0becieueHns: 6e30MacHOCTH B KuOepuHMbOPMAIMOHHON Cpelie, OCHOBaHHbBIE
Ha JieficTBY oIl TPeXyPOBHEBOI JOKTPUHE KMOEPIPOCTPaHCTBEHHOTO clepsKuBaHust, BbipaboranHoii CIITA B 2018 t.,
HOBallMOHHAs 6a30Bast MOJIE/Ib KOTOPOI MPELyCMaTpPUBAET BOCCTAHOBJIEHUE MEKIOCYIaPCTBEHHOIO COTPYIHUYECTBA,
BbIPaGOTKY U npuHsiTue rocyaapcersamu — wienamu OOH crpateruu ciiep:kuBaHus, IIPeKe BCEro, KHOepyrpos, BKIO-
Jas 3anmTy UGPOBBIX JaHHBIX. MeToauKa HCCIe0BaHusI OCHOBAHA HA BBIABJIEHUH HEOCTATKOB B (hOpMyIMPOBKAx
HeobA3aTeTbHBIX HOPM MOBEAEHNS B KNOGepUH(MOPMAIIMOHHOM IPOCTPAHCTBE U obeciedeHnn Kubepbe3onacHoCTH 1o-
CPEICTBOM MESK/YHAPOIHOTO COTPYIHIIECTBA MEKLY BCEMU 3aMHTEPECOBAHHBIMU CYObEKTAMU MEK/YHAPOIHOTO IPa-
Ba, & TAKXKe MHCTUTYTOB IPAKIAHCKOTO 00IecTBa 1 KOMMeEpYeCKUX opranusanuil. Hay4nyio HOBU3HY MCCII€I0BAHNST
OTIPE/IEISTIOT BBIBO/IBI, B COOTBETCTBUU € KOTOPBIMH, B YACTHOCTHU, OJHOCTOPOHHEE MPUHSTHE PENTEHUS O BO3JIOKEHIN
(takTryecKy IPUNUCHIBAHKE) OTBETCTBEHHOCTH 32 HapyIlleHNe He0Os13aTeIbHBIX HOPM U IPUHSITHE KaPATEIbHbIX WU
BO3ME3/IHBIX MEP MOKET OBITh [0 MEHbINEH Mepe I0PUANYECKI HEKOPPEKTHBIM U KaK Pe3yJbTaT BeChbMa MpodIeMary-
HbBIM, OTCYTCTBUE B TPEOOBAHUSIX BO3PACTAHKS JIETUTUMHOCTH OHO3HAYHOCTU YCUJIMBAET HEraTUBHOE OTHOIIEHUE K
caMOMy JIOKa3aTeJIbCTBEHHOMY ITPOLECCY, YTO, B CBOIO OYEpe/lb, MOKET MOBJIUATh HA 3aKOHHOCTH JI000TO IeHCTBUS,
MPEANPUHSATOTO B KaUeCTBE KOHTPMEPBI; /ISl 0O0OCHOBAHUST YTBEPIKAEHHUIT 0 IPHYACTHOCTH K KubepaTakaM HeoOXO/H-
MO IIOCTOSTHHOE COTPYIHUYECTBO C HETOCYIaPCTBEHHBIM CEKTOPOM, 3aHUMAIOIIUMCSI BOIIpocamu obecrieuenus: kubepoe-
30I1aCHOCTH.
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Purpose. The article defines as the subject of research strategic directions for the development
and improvement of international legal security in the cyber-information environment, based on the current
three-level doctrine of cyberspace deterrence, developed by the United States in 2018, the innovative basic
model of which provides for the restoration of interstate cooperation, the development and adoption by UN
member States of a strategy to deter primarily cyber threats, including the protection of digital data. The
research methodology is based on identifying shortcomings in the wording of non-mandatory norms of
behavior in the cyber-information space and ensuring cybersecurity through international cooperation
between all interested subjects of international law, as well as civil society institutions and commercial
organizations. The scientific novelty of the research is determined by the conclusions according to which, in
particular, unilateral decision-making on assigning (in fact, attributing) responsibility for the violation of
non-mandatory rules and taking punitive or punitive measures may be at least legally incorrect and, as a
result, very problematic; the lack of unambiguity in the requirements of increasing legitimacy increases the
negative attitude to the evidentiary process itself, which, in turn, may affect the legality of any action taken
as a counter-measure; to substantiate claims of involvement in cyber attacks, it is necessary to constantly
cooperate with the non-state sector involved in cybersecurity issues.

Keywords: law, digitalization, security, personal data, risk, innovation, innovative, cyberspace, information,
data.
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