CynebHas BnacTb 1 MeXAyHApOLHOE NPaBo

DOI: 10.18572/2072-4152-2022-2-12-17

K BOonpocy ANCTaHLMOHHOr0 30HAUPOBaHUS 3emnun
B KOHTEKCTe o0ecne4yeHus MeXayHapoaHoM
MHPOpPMaLIMOHHOM 0e30MacCHOCTH

LWroanna Upuna OnbesHa,

[oUeHT kKadeapbl MeXAYHAPOAHOro nNpaBsa

MoCKOBCKOro rocyapCTBeHHOr0 MHCTUTYTa MEXAYHAPOAHbIX OTHOLUEHUI
MuHucTepcTBa MHOCTpPaHHbIX Aen Poccuiickoint Pepepauun,

KaHAMAAT OPUANYECKUX HaYK

dashashtodina96@gmail.com

Wroauna fapbs AMUTPHEBHA,

acnupat kadeapbl MEXAYHaPOAHOro Npasa

MoCKOBCKOro rocyaapCTBeHHOr0 MHCTUTYTa MeXAYHapOAHbIX OTHOLUEHUH
MuHucTepcTBa MHOCTpaHHbIX Aen Poccuiickoin Pepepauun
dashashtodina96@gmail.com

Bomnpoc obecrevennss MEXXAYHapOAHOI MHPOPMALIMOHHON 0€30MaCHOCTI B KOCMUYECKOM MPOCTPaH-
CTBe BXOAUT B OCHOBHYIO IIOBECTKY AHSI KaK Ha MEKAYHAPOAHOM, TaK ¥ HA HALIMOHAABHOM YPOBHSIX, OAHAKO
B MEXXAYHAPOAHOM IpaBe He ObIAO pa3paboTaHO KaKux-Anb0 00s13aTeAbHBIX IPABOBBIX HOPM, IIPU3BAHHBIX
rapaHTIpPOBaTh K1OepOHe3onacHOCTb KOCMUYECKNX AIIAPATOB ¥ COIYTCTBYIOLEN Ha3eMHON MHPPACTPYK-
TypslL. [TpusHaBas MpaBo Ha cBOOOAY MHPOPMALIMH, TOCYAAPCTBA 3aBASIIOT O HEOOXOAMMOCTM OTKa3a OT
nA€ey abCOAIOTHOTO TOCYAQPCTBEHHOIO CYBEPEHUTETA B TOAb3Y NPU3HAHMS BO3MOXXHOCTH OrPaHMYMBATD
nepepady nHdopmarym npu ocymectBaeHun A33 (AucraHuonHOro 3oHAMpoBarus 3eman) u HTB (ue-
MOCPEACTBEHHOTO TEAEBM3MOHHOTO BelljaHust). B HacTosIIeln CTaThe pacCMaTPUBAIOTCS MCTOYHUKY MEX-
AYHapOAHOTO IpaBa, peryaupyroume ocywecrsaenue A33 u HTB, nosuuum pasBUTHIX M pa3BUBAIOLIMXCS
rOCYAQPCTB IO BOIIPOCY IIPABOBOTO PErYAMPOBAHMS IIPUKAQAHBIX CIIOCOOOB MICCAEAOBAHIS 1 VICIIOAB30BA-
HMSL KOCMMYECKOTO POCTPAHCTBA. LleAb CTaThy COCTOUT B aHaAM3€ CYLIECTBYIOLMX IPOOAEM COBpEMEH-
HOTO MEXAYHapPOAHOTO KOCMMYECKOTO IIPaBa B KOHTEKCTE 00eCIeyeH sl MEXXAYHAPOAHOI MH(OPMALOH-
HOJ1 0€30IaCHOCT C YYeTOM PasBUTHsI KMOEPTEeXHOAOI ML, ucnoAb3yembix npu A33 u HTB.

HecMmoTpsi Ha pasamMyyst MEXXAYHAPOAHO-IIPABOBBIX O3ULIMIT TOCYAQPCTB, pelleHe CYLIeCTBYIOLei
po6AEMBI MOTAO OBl 3aKAIOYATHCS B paspaboOTKe M NPUHATUM 00sI3aTEABHBIX MEXAYHApPOAHO-TIPABO-
BBIX HODM B AQHHOI cdepe.

KaroueBblie cA0Ba: MeXXAYHapOAHAsI MHPOPMALIMOHHAS 6€30aCHOCTD, AUCTAHLIMOHHOE 30HAMPO-
BaHue 3eMAM, KMOEPIPOCTPaHCTBO, HEMOCPEACTBEHHOE TEAEBM3MOHHOE BelljaHMe, MEXAYHAPOAHOE
KOCMMY€eCKOe IIPaBo, KnbepaTaxa.
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The issue of ensuring international information security in the space environment is both on the
international and national agenda, but international law has developed no obligatory legal provisions aimed at
guaranteeing cyber security of spacecrafts and auxiliary ground-based infrastructure. Acknowledging the right
to the freedom of information, states declare the need to abandon the idea of absolute state sovereignty and
instead acknowledge the opportunity to limit the transfer of information in carrying out of RSE (remote sensing
of the Earth) and DTB (direct television broadcasting). The article reviews sources of international law regulating
RSE and DTB, positions of developed and developing countries on the legal regulation of applied means of the
study and use of the space environment. The purpose of the article is to analyze the existing problems of modern
international space law within the framework of ensuring international information security taking into account
the development of cyber technologies used at RSE and DTB.

Notwithstanding the differences in the internation legal positions of the states, the existing problem could
be solved by the development and adoption of obligatory international legal provisions in this sphere.

Keywords: international information security, remote sensing of the Earth, cyber space, direct television
broadcasting, international space law, cyber-attack.
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