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CTaTbs NOCBALLEHA UCCNEA0BAHMIO MEXaHN3Ma B3aUMOIEACTBUS MPECTYMHIKA 11 XKePTBbI B IPOLIECCE COBEPLLEHMS XULLIEHWIA C CTIOMb-
30BaHMEM NH(OPMALIMOHHO-TENEKOMMYHUKALIMOHHBIX TEXHONOTWiA.

AHanuaunpys faHHy0 Npo6remy, aBTop NPUXOAMT K TOMY, Y4TO B3aMMOJeACTBIE NPECTYMHIUKA W XKePTBbI 00YCNaBNMBAETCA UCMONb30-
BaHMEM 06MaHa B Pa3fNyHbIX CUTYaLMAX, KOTOPbIA 3aBUCUT OT BbISIBIIEHUS TEX UM UHBIX IMYHOCTHBIX KA4ECTB XKEPTBbI, O KOTOPbIX 3/10-
YMbILLEHHUK MOT Y3HaTb [10 B3aUMOAEICTBMA C XKEPTBOM WM BO BPEMS TaKOro 06LLeHus. KnbepnpecTynHuK, nckaxas WHgopmaumio ¢
MOMOLLbK MH(OPMALMOHHO-TENEKOMMYHUKALIMOHHBIX TEXHOMOMWIA, INCTAHLUMOHHO BO3JE/ACTBYET HA MHTENNEKTYanbHO-BONEBYI0 Ce-
PY >KepTBbI, TEM CaMbIM MaHUNYNMpys et0. IDEKTUBHOCTb YKA3aHHOrO BO3AENCTBUS 3aBUCUT OT MOHMMAHWUS XEPTBbI, 4TO OHA B3aMMO-
LENCTBYET CO 3MI0YMbILLIEHHUKOM N0 CBOEMY XKeNaHut. Kpome Toro, NpecTynHuK npi BbIGOPE XXePTB aHaNN3npyeT Kak ee coLuanbHble 1
HPABCTBEHHO-MCUXONOTNYECKIe Ka4eCTBa, TaK 1 NMPU3HAKI, XapakTepuaytoLLme ee BO3pacT, MoJl, ypOoBeHb MaTepyUaibHOr0 COCTOSIHIAS, Me-
CTO NPOXMBAHUS, KOH(UAEHUMANbHBIE JaHHbIE, KOTOPbIE HAXOAATCS B OTKPbITOM [JOCTYNE UMK K KOTOPbIM NPECTYNHWK NOMY4nn HENpaBo-
MepHbIA JOCTYN, JaHHble 6aHKOBCKOrO CYeTa, NacnopTHbIE JaHHbIE U APYTY0 MHGOPMAaLMIO.

AHanu3 cneunchukn XMLEHNA JEHEXHbIX CPeACTB C GAHKOBCKOTO CYETa, COBEPLUEHHBIX NYTEM PacnpoCTPaHEHUs 3aBELOMO JIOX-
HbIX CBEEHUIA B MHKDOPMALIMOHHO-TENIEKOMMYHUKALIMOHHBIX CETSX, NOKa3an, YTo, BO-NEPBbIX, MOBEJEHNE XXEPTBbI MOXET GbITb KOPbICT-
HbIM 1NN NPOBOLMPYIOLLAM, BO-BTOPbIX, XEPTBA NpY B3aUMOAEICTBUM C NMPECTYMHUKOM MOXXET NPOSBNSTb U3NMULLIHION [OBEPHYMBOCTD,
B-TPETbMX, XKEPTBA PACCMATPMBAEMOIA KaTEropuu NpecTynmeHuii CamocToSTENIbHO MOXET C03/aTb YCIIOBMS, KOTOPbIE MOMOTYT COBEPLUNUTL
AN NPOJOMKMTb COBEPLLATb MPECTYMHYH AEATENIbHOCTb B OTHOLLIEHNN Hee.

Ha ocHOBe NpoBeAeHHOr0 KpUMIUHOMOMMYECKOr0 aHan3a aBTopoM CCHopMYMPOBaH CRefyOLMIA BbIBOL: BO BCEX CIyyasx paccMo-
TPEHHBIX CUTYaLMii XXepTBa TaK UMK NHa4e CNoco6GCTBOBANA COBEPLLEHNIO MPECTYNHbIX AGNCTBU B OTHOLLEHUM CEOs.
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The article is devoted to the study of the mechanism of interaction between a criminal and a victim in the process of committing theft
using information and telecommunication technologies.

Analyzing this problem, the author comes to the conclusion that the interaction between the offender and the victim is conditioned by
the use of deception in various situations, which depends on the identification of certain personal qualities of the victim, which the attacker
could have learned about before interacting with the victim or during such communication. A cybercriminal, distorting information with the
help of information and telecommunication technologies, remotely influences the intellectual and volitional sphere of the victim, thereby
manipulating it. The effectiveness of this effect depends on the understanding of the victim that she interacts with the attacker at will.
In addition, when choosing victims, the offender analyzes both her social and moral and psychological qualities, and the signs that
characterize her age, gender, level of material condition, place of residence, confidential data that are in the public domain or to which the
offender has received unlawful access bank account details, passport details and other information.

An analysis of the specifics of the theft of funds from a bank account, committed by disseminating deliberately false information in
information and telecommunication networks, showed that, firstly, the victim’s behavior can be selfish or provocative, and secondly, when
interacting with a criminal, the victim can show excessive credulity thirdly, the victim of the considered category of crimes can independently
create conditions that will help to commit or continue to commit criminal activity against her.

On the basis of the conducted criminological analysis, the author formulated the following conclusion: in all cases of the considered
situations, the victim, in one way or another, contributed to the commission of criminal acts against himself.
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